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I really like reading Usenet newsgroups. The only problem is the number of off topic junk postings that I have to wade through to get to the gems of information. The other problem is that I don’t dare post a message to a newsgroup with my actual e-mail address. Doing so invites a flood of junk mail from darn near every junk mail spammer in the world.

For the past two years I’ve been pestering Mustang to incorporate some anti-spam features into their Wildcat NNTP services. I even gave them some ideas on how to implement it and desirable switch settings. When the WIN Server Newsgroup programs were finally released, there wasn’t an Anti-Spam hook in sight. I felt very dejected.

In May of 1997, I got wcNEWS and wcNNTP up and running and selected beginning news feeds plus the usual alt.bbs.wildcat and alt.bbs.wildcat.wccode and things are looking well. So here it is a month later, my newsgroup feed is getting spammed by PCYCHICS (who really should know I don’t want their stuff), merchants of naked teenagers, Cable TV plan scams, Coffee Table Books, Publishers looking for writers, schemes to make money fast, flame bait, trolls, and just malicious cross posting.

The problem with all this is that I have to waste my limited bandwidth to first download these posting, and then manually run wcREPORTS to scan through the newsgroup conferences looking for classic spam subjects and posters. WcREPORTS can do Spam stopping but even a small list is going to take a 10 minutes to program and test each key, and then the total wcREPORTS Anti-Spam run is going to run four hours taking up a lot of CPU cycles since it is a Visual Basic program.

On Saturday, June 28, 1997, I started this Anti-Spam project in earnest. A lot of wcCODE programming for Wildcat is not cleanly undocumented and most of my time was on searching expeditions through the wcCodePlusPack for examples on how things might be done.

Why is Newsgroup Spam bad?

In a word, resources. In the ALT.BBS.WILDCAT newsgroup that I carry, I'm finding that approximately 30% of the postings are spam. Even worse, in one week, they totaled over 4000 lines while all of the on-topic postings added up to just over 2000 lines of text. This means a sysop had to spend time downloading that message and save it to your hard drive. Your users had to wade through the spam and got a bad opinion of your newsgroup content. Eventually the Wildcat system will expire the spam message, delete it, and then repack the message base. The shear volume of spam means that your system is going to use up a lot of CPU cycles packing your database. Since in the case of the ALT.BBS.WILDCAT newsgroup, the spam content more then triples the size of the conference message base, you are using up a significant amount of hard drive space that could be better used somewhere else. When you multiply that by the number of newsgroups, you start to understand the cost in resources that spam is costing you.

How CLEANEWS works.

This CLEANEWS program will read in a KILLFILE and scan all of the newsgroups for keywords contained within and delete them. I can now scan 32 newsgroup conferences containing 7974 messages with 500 spam keywords in four hours. When you contrast that with the wcREPORTS run time of four hours for six keywords you can see the dramatic improvement. When you factor in the setup time to add keywords to the KILLFILE against creating wcREPORT search profiles for each keyword, there is an order of magnitude improvement in stomping out spam messages.

Installation

Dump the entire contents of the ZIP into your Wildcat home directory usually at C:\WC5 and run it from there.

How to run CLEANEWS

I suggest that you run this after you make your Newsgroup run. You may want to put a delay after it of about 30 minutes to allow for some miss-configured systems to detect and process newsgroups. You might want to implement this through an event that will get processed after the newsgroup run and before your regulars begin collecting their newsgroups.

WCRUN -r CLEANEWS

The wcCODE application is started with wcRUN using the -r parameter. For instance "WCRUN -r CLEANEWS" will begin scanning all of your newsgroup conferences that you carry on your BBS and delete those which contain a keyword contained in a file called KILLFILE.TXT in the Wildcat directory (usually C:\WC5\KILLFILE.TXT). As CLEANEWS scans your system and deletes matching messages, it records a log of its activity at the C:\WC5\CLEANEWS.LOG wildcat home directory.

Options for running CLEANEWS

To allow some flexibility in how you scan for spammers, there are several switches implemented to allow customization and troubleshooting to your testing.

Scan one conference

WCRUN -r CLEANEWS /C:65

WCRUN -r CLEANEWS /C:134-152

WCRUN -r CLEANEWS /C:alt.bbs.wildcat

The /C: switch will specify one conference or newsgroup you wish to scan. This is followed immediately by either the conference number or the newsgroup name. Multiple /C: switches are not allowed and if used, only one conference of ANY type can be scanned this way (QWK, EMail, Listserver, Fido, etc...) If this /C: switch is not used then all Usenet Newsgroup conferences (Moderated and UnModerated) will be scanned. This conference will be scanned with the default or specified KILLFILE. If a conference range is specified, then all conferences of any type will be scanned. If a conference name is used, there must be no spaces within the conference name. For this reason, you usually want to use a conference number for non newsgroup conference scans.

Scan with a specific KILLFILE

WCRUN -r CLEANEWS /L:KILLFILE.TXT

The /L: switch specifies a file that contains a list of keywords to compare all messages against. If a message contains a portion of a string in the FROM, SUBJECT or BODY of the Newsgroup posting then the message will be deleted. Care must be taken to ensure that the last entry is in fact the last and that there are no extraneous carriage returns at the end of this file. When picking key words to use within this KILLFILE, be sure that it will not unintentionally match against desirable messages in your Conferences. For instance, using a match for "Free Internet Access" that appears in a spam might also match against a non spam for a message with that text in its Organization header field. A sample KILLFILE is included with the distribution to help get you started. Note: Version 1.0 of Cleanews originally used a file called Killfile.LST and as of version 1.2 it was changed to Killfile.TXT in order to be easily generated by database programs. See the final remarks on modifying your KILLFILE at the end of this documentation.

 Scan test to see what would be deleted

WCRUN -r CLEANEWS /T

The /T switch is a test diagnostic to list Conference messages that would be deleted with a particular KILLFILE. The log will contain a list of those conferences and messages that would be deleted if it wasn’t for the /T switch. This switch has proven useful when used with the database output features of Cleanews.

Scan messages without checking the body

WCRUN -r CLEANEWS /B

The /B switch significantly speeds up message scans by only checking where the message came from and what the subject is about. This switch tells CLEANEWS not to compare the KILLFILE with the message body. 

Scan messages but ask before deleting

WCRUN -r CLEANEWS /Q

The /Q switch asks the system operator with a prompt if they want to delete messages that match the killfile. 

CLEANEWS-QUERY Do you want to delete this message (Yes,No,All,Stop) ? 

Yes will delete the message and continue scanning the message base.

No will skip the message and continue scanning the message base.

All will delete the message and disable the /Q switch so you won't see the prompt any more.

Stop will end the program.

Report log filename specified.

WCRUN -r CLEANEWS /R:CLEANEWS.LOG

The /R switch specified the desired path and filename of the Cleanews LOG file. If not specified, the default filename for the log file is CLEANEWS.LOG and it is saved in the C:/WC5 subdirectory. This switch allows you to enter a different filename. Its main use is for when you have multiple networks and you want to run CLEANEWS to remove specific messages from them. For instance, on a QWK network that I carry, the public chat is cluttered up with a lot of network status announcements. The report filename switch allows me to keep a separate Cleanews log on how those messages are handled compared to the Usenet Newsgroup spam removal. Other suggestions are for different newsgroup KILLFILES, different conferences, or for special logs. No more then one report file may be specified.

-----------------------------------------

Starting on 02/26/1998 01:00

Scanning Conference #45 - alt.bbs.wildcat Low:4858 High:5014 (433)

Match against "$$$" in Conf:45 msg:5010 From :YOUR@EMAIL.COM SBJ :Make $$$

System Scan completed: 100 messages, 1 spam removed. (1%).

Finished on 02/26/1998 01:01 Time elapsed: 0 minutes.

 Datafile Output filename

WCRUN -r CLEANEWS /O

WCRUN -r CLEANEWS /O:cleanews.asc

The /O switch specifies that Newsgroup header data is to be written in fixed length ASCII text format to this filename. This format is suitable for use in importing into other database programs such as Paradox, Access, dBASE, and FoxPro. The user is required to initialize the database based upon this data. A database can then be programmed to analyze trends based upon how many times a message has been posted to different conferences or even the same conference. If the switch is used by itself then the filename of CLEANEWS.ASC will be used and placed in the default C:\WC5\CLEANEWS.ASC Wildcat home directory. The format of this file is fixed length ascii containing the Message ID number, conference number, message number within the confernce, date. matching string found within the message, the size of the message in bytes, the conference name, subject and author. Example: (note: due to the nature of HTML, the actual output shown here is miss-aligned)

892872955| 45| 5732|04/18/1998|Easy Money |5359|alt.bbs.wildcat|SMILE@EMAIL.COM |Easy Money...

892872964| 45| 5741|04/18/1998|start business|1075|alt.bbs.wildcat|INFO@MAILORD.COM|FREE SECRET!

Manual intervention flag

WCRUN -r CLEANEWS /M

The /M switch specifies that System Operator wished to allow real-time modification of the Cleanews scan. When enabled, several keystrokes will modify the scanning of the message base. Care must be taken to ensure that this switch is never used on a live node since it would allow a hacker to control the Cleanews process. This is why the default setting for this switch is off. The following keystrokes are enabled with this switch.

PRIVATE
C
Skip scanning the rest of this conference and go onto the next conference.

S
Stop the Cleanews process and exit the program.

N
Toggle the progress indicators on and off.

Q
Toggle the Query mode message deletion prompt ON or OFF.

+
Make the progress indicators more frequent.

-
Make the progress indicators less frequent.

.
Current message being scanned and CLEANEWS parameters used.

?
Help list of Manual Intervention commands listed above.

Progress Indicators for the scan

WCRUN -r CLEANEWS /I

WCRUN -r CLEANEWS /I:100

The /I switch tells Cleanews to output a progress indicator mark for every number 25 messages that are scanned. The actual number of message to scan between progress marks may be specified after the switch. 

 Date to start scanning

PRIVATE
WCRUN r CLEANEWS /D
Default 2 days or 48 hours

WCRUN r CLEANEWS /D:-4
4 days old or 96 hours

WCRUN r CLEANEWS /D:02/14/1998
Messages posted since.

 The /D switch tells Cleanews to start scanning message as of a certain date. There are three forms. By itself, the switch will check all messages date stamped within 48 hours of the Cleanews run. If a single negative number is added after the switch then that is the number of day's back to scan. If a valid date is specified then that becomes the date to check against.

Examples switches

NEWSGROUP spam

wCRUN -r CLEANEWS /C:alt.bbs.wildcat /L:XSPAM.TXT /T /D:-3 /O:F:\WC5SPAM.TXT

In the above example, a conference on a BBS is collecting postings from the alt.bbs.wildcat newsgroup. The CLEANEWS program will scan those postings with keywords contained in a file called XSPAM.TXT but since there is a /T switch, those matching postings will not be deleted. Only messages within the past three days will be checked. A fixed length ASCII database file will be written at F:\WC5SPAM.TXT where it might be imported into an access database. The CLEANEWS.LOG will contain a list of which messages matched the KILLFILE and why.

QWK Network cleaning

wCRUN -r CLEANEWS /C:21-23 /L:PVCC.TXT /R:PVCC.LOG

In the above example, a group of conference numbers from 21 to 23 are part of a QWK network that gets a lot of network status messages. The killfile is called PVCC.TXT and contains key phrases from the different network status messages that need to be prunned from the message base. A unique log file is used at PVCC.LOG so that Cleanews PVCC reports do not mix with other Cleanews runs.

Internet E-MAIL Spam (use with extreme discretion!)

wCRUN -r CLEANEWS /C:0 /L:SPAMHAUS.TXT /R:MAILSPAM.LOG /D:-4 /B

Yes Cleanews can be used to remove spam messages from Internet E-Mail. However it tends to be too effective. In the above example, the Wildcat conference 0 for E-Mail has been specified with the /C switch. The killfile specified by the /L switch contains a list of known spam addresses to scan the message headers against. A special log file is used to store the results of the cleanews scan. Only messages less then four days old will be checked. This is both to speed up the message scans and to protect older messages from new additions to the SPAMHAUS killfile. You never want to scan E-MAIL message body for spam since the contents are always unpredictable. For this reason the Body Skip switch /B is used to only scan the header. 

 Guarantees and Warranty Information (not)

Your mileage may vary. This program may not even work. It is even possible for this program to totally purge all the messages in your system. You got what you paid for. It works for me. I don’t understand why it might corrupt your system, destroy years of customer respect and good will, or put you out of business! This program was created by 100 monkeys and an orangutan at Forrest Park Zoo, one of whom broke out and left this at my doorstep. That’s my story and I’m sticking with it. If you really do need to fix it, the source code is included.

Updates to the KILLFILE

I created my own manually by using wcREPORTS to view the contents of my Usenet Newsgroup Conferences. From there I discovered some common features about categories of spam postings and used them in my KILLFILE. You can also check out the news://news.admin.net-abuse.usenet newsgroup for examples of what other self ordained net-cops think are abuse and use them in your KILLFILE. As I update this KILLFILE, I will post it at http://www.necs.net/public/spam/killfile.txt and you can use a utility called GRABURL to import it into your own system for automatic use. Please keep in mind that this is what I’m using at the moment for my selection of Usenet Newsgroups and this may not be appropriate for your situation.

A word about your KILLFILE

The one big problem that is going to get you into trouble with CLEANEWS or any spam filtering program is how you use it. A KILLFILE is a list of known key phrases that spammers tend to use.

· You must constantly check to make sure that there are no trailing carriage return characters!
· You must use a large enough keyword in order to trap known spam and avoid deleting desirable messages. This means that you must avoid using just the word MONEY in a KILLFILE line as this is likely to also trap other discussions like "THEY WANT TOO MUCH MONEY FOR THEIR PRODUCTS." If you use at least two to four keywords in a KILLFILE entry then you will have good results in removing most of the spam from your system. In the previous example, you would be better off using several variants like "MAKE MONEY" or "FAST MONEY"
· You must be aware of trailing spaces after keywords or phrases, as they are included in the matching filter.
· You also want to be aware of current spamming trends. One of my current techniques is to kill messages posted by known mail mailer programs. Since these programs tend to create artificial message headers that cannot be trusted, those individuals who used these mass posting programs known that there are going to be complaints about their activity and try to hide who they say they are. You might as well save yourself some grief and avoid the rush now by just deleting any such activity in the first place.
· Since most of the Usenet Newsgroup headers are user definable through their news reader program, you really can't trust the information that it represents. However one thing always remains the same. No matter how many different accounts the spammer goes through, or how they mangle their headers, the message of their spam always remains constant. A spammers goal for cluttering up your system in the first place is to get out his message no matter what the cost to you. So your KILLFILE should target his message. Ideal candidates for KILLFILE entries are the IP address that he mentions, the high pressure marketing phrases that are used, the contact E-Mail or postal addresses, and the web site that you are urged to visit.
The new database feature allows you to analyze your newsgroup conferences for spam and with a suitable database program like Paradox, or Access, you have a means of automatically generating spam reports of your own.

Things to watch out for

There are a few quirks with Cleanews that I have not been able to resolve.  These come under the heading of known peculiarities.

· Wildcat 5 needs memory and lots of it.  I consider 32Meg the minimum, 64 Meg usable, but recommend 120Meg.   It also helps a lot of you can off-load some of the work and not try to run everything on one computer.  Running on the fastest Pentiums also helps.

· If your Wildcat 5 system decides to begin repacking its conferences, and Cleanews begins running, your system can drag.  Instead of taking three or four hours to scan your message base, it can take up to 18 to 22 hours.   Review your logs and determine when your Wildcat is performing its message base packs and try to schedule your Cleanews runs around them.  I have been unable to figure out how to program Cleanews to wait for messages packing to complete.  One possible problem as a result of this is that one Cleanews run may take so long that the next days's run is run on top of it.  A batch file flag would help prevent such situations.  Whenever I find a Cleanews process that is taking longer then 9 hours to get through half the conferences, I figure that its better to kill the job, let Wildcat finish its message pack, and let the next day's Cleanews run take care of what got missed.

· You do not want to run Cleanews on the same machine that wcONLINE is running. You will experience rapid loss of memory, extensive swapfile use, and quickly experience a system crash.  Make sure that wcONLINE is the last program started and no other programs are started after it.  At least not until Mustang fixes the lost Windows handle problem, or puts out a new version.

· Cleanews is written in wcCODE and I for one am very impressed with its speed and power. However you do need to keep in mind the environment and be aware when other wcCODE applications are running.  Cleanews logs into Wildcat as a System level process and if another such applicatin logs in, there will be some duplicates.  You also need to have free ports available as well.

· You really want to run Cleanews on a separate computer.  For example, I run Cleanews on my wcSERVER machine and it takes three to four hours to scan my 26 newsgroup conferences for messages less then four days old using a 475 line Killfile.  On a separate network PC, I can do the same scan of all messages in my newsgroups in 45 minutes.  If you intend to run newsgroups as a primary service, this is the ideal way to run Cleanews.  As a bonus, between Cleanews runs, you can perform other jobs such as Cambots, Database analysis of your spam database output, or anything else.

